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Custom Repositories

'sudo apt-add-repository -s -y ppa:dreibh/ppa

'sudo add-apt-repository -s -y cloud-archive:pike

isudo apt-get update

isudo apt-get install melodic-management melodic-server

Server Configurations

m Controller: 10.1.1.79 (nisse.simula.nornet)
= Compute Node 1: 10.1.1.78 (troll.simula.nornet)
m Compute Node 2: 10.1.1.77 (huldra.simula.nornet)

/etc/hosts must contain the corresponding names!
Controller
/etc/hosts on nisse.simula.nornet

1
1127.0.0.1 localhost
:10.1.1.79 nisse.simula.nornet nisse

m ethO: NorNet, 10.1.1.79
m ethl: UNINETT

/etc/sysctl.conf on nisse.simula.nornet

# ====== MELODIC/NorNet Core ======
inet.ipv6.conf.all.autoconf=0
inet.ipv6.conf.default.autoconf=0
:net.ipv6.conf.ethe.autoconf=0
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inet.ipv6.conf.ethl.autoconf=0
# ====== MELODIC/NorNet Core ======

L e i e e e i e e e i il 1
1
1127.0.0.1 localhost

1

1
:10.1.1.78 troll.simula.nornet troll

1

1

1

= ethO: NorNet, 10.1.1.78
m ethl: UNINETT
= eth2: NorNet (no address configured -> for bridging VMs)

/etc/sysctl.conf on troll.simula.nornet

# ====== MELODIC/NorNet Core ======
,net.ipv6.conf.all.autoconf=0
inet.ipv6.conf.default.autoconf=0
inet.ipv6.conf.eth0.autoconf=0
,net.ipv6.conf.ethl.autoconf=0
'net.ipv6.conf.eth2.autoconf=0

W ====== MELODIC/NorNet Core ======

These settings are important, since unexpected IPv6 addresses will cause Neutron configuration of a new instance to fail!

/etc/hosts on huldra.simula.nornet

L e i e e e i e e e i il 1
1
1127.0.0.1 localhost

1

1
:10.1.1.77 huldra.simula.nornet huldra

1

1

1

= ethO: NorNet, 10.1.1.77
m ethl: UNINETT
= eth2: NorNet (no address configured -> for bridging VMs)

/etc/sysctl.conf on huldra.simula.nornet

# ====== MELODIC/NorNet Core ======
,net.ipv6.conf.all.autoconf=0
:net.ipv6.conf.default.autoconf=0
inet.ipv6.conf.eth0@.autoconf=0
,net.ipv6.conf.ethl.autoconf=0
inet.ipv6.conf.eth2.autoconf=0

# ====== MELODIC/NorNet Core ======

These settings are important, since unexpected IPv6 addresses will cause Neutron configuration of a new instance to fail!

Controller Basics
sudo apt install melodic-controller

MariaDB Database

Details: [1] (https://docs.openstack.org/ocata/install-guide-ubuntu/environment-sql-database.html)
/etc/mysgl/mariadb.conf.d/99-openstack.cnf

Create /etc/mysql/mariadb.conf.d/99-openstack.cnf:

'[mysqld] |
ibind-address = 10.1.1.79 |
:default-storage-engine = innodb

iinnodb_file per table = on

imax_connections = 4096

icollation-server = utf8 general ci

icharacter-set-server = utfs
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Restart MariaDB

Settings:

m Generate and set MariaDB root password, referred as <MariaDB-Root-Password>.
= Remove anonymous users

m Disallow root login from remote

m Remove test database

RabbitMQ Message Queue

Details: [2] (https://docs.openstack.org/ocata/install-guide-ubuntu/environment-messaging.html)

Create RabbitMQ user "openstack" and set password, referred as <RabbitMQ-openstack-Password>.

1
:sudo rabbitmqctl add user openstack <RabbitMQ-openstack-Password>
isudo rabbitmqctl set permissions openstack ".*" " *x" " xv

Memcached Memory Cache Daemon
Details: [3] (https://docs.openstack.org/ocata/install-guide-ubuntu/environment-memcached.html)
/etc/memcached.conf

Modify /etc/memcached.conf:

# Specify which IP address to listen on. The default is to listen on all IP addresses
# This parameter is one of the only security measures that memcached has, so make sure
# it's listening on a firewalled interface.

-1 10.1.1.79

Identity Service (Keystone)
Details: [4] (https://docs.openstack.org/ocata/install-guide-ubuntu/keystone.html)

Keystone Database

Generate MariaDB Keystone Password, referred as <MariaDB-Keystone-Password>.

1

ICREATE DATABASE keystone;

IGRANT ALL PRIVILEGES ON keystone.* TO 'keystone'@'localhost' IDENTIFIED BY '<MariaDB-Keystone-Password>
GRANT ALL PRIVILEGES ON keystone.* TO 'keystone'@'s' IDENTIFIED BY '<MariaDB-Keystone-Password>';
\FLUSH PRIVILEGES;

Identity Service

Keystone
Details: [5] (https://docs.openstack.org/ocata/install-guide-ubuntu/keystone-install.html)

/etc/keystone/keystone.conf
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Modify /etc/keystone/keystone.conf (set database access):

i[database]

Econnection = mysql+pymysql://keystone:<MariaDB-Keystone-Password>@nisse.simula.nornet/keystone

E[token]

Eprovider = fernet

1

isudo keystone-manage fernet_setup --keystone-user keystone --keystone-group keystone
isudo keystone-manage credential setup --keystone-user keystone --keystone-group keystone
1

1
isudo keystone-manage bootstrap --bootstrap-password <Keystone-admin-Password> \ E
1 --bootstrap-admin-url http://nisse.simula.nornet:35357/v3/ \
i\ --bootstrap-internal-url http://nisse.simula.nornet:5000/v3/ \
i --bootstrap-public-url http://nisse.simula.nornet:5000/v3/ \
! --bootstrap-region-id RegionOne

1

/etc/apache2/apache2.conf

Modify /etc/apache2/apache2.conf (set ServerName to "nisse"):

isudo service apache2 restart
isudo rm -f /var/lib/keystone/keystone.db
1

Admin User Environment

Configure environment of user "nornetpp"

Add to ~nornetpp/.bashrc:

# ====== MELODIC/NorNet Core ======

iexport 0S_USERNAME="admin"

iexport 0S_PASSWORD="<Keystone-admin-Password>"

iexport 0S_PROJECT_NAME="admin"

:export 0S _USER DOMAIN NAME="Default"

export 0S PROJECT DOMAIN NAME="Default"

iexport 0S_AUTH _URL="http://nisse.simula.nornet:35357/v3"
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lexport 0S_IDENTITY API_VERSION=3 .
W ====== MELODIC/NorNet Core ====== X
1

Projects, Users and Roles
Details: [6] (https://docs.openstack.org/ocata/install-guide-ubuntu/keystone-users.html)
Run as "nornetpp":

Project "Service":

It will be used for services like Glance.

Project "NorNet Core":

1

:openstack role create user

wopenstack role add --project nnc --user nnc user
1

Verify operation

Temporary disable authentication settings in environment variables:

1

openstack --os-auth-url http://nisse.simula.nornet:35357/v3 \
! --0s-project-domain-name default \

--0s-user-domain-name default \

--0Ss-project-name admin --os-username admin token issue

1

openstack --os-auth-url http://nisse.simula.nornet:5000/v3 \
' --0s-project-domain-name default \

--0s-user-domain-name default \

--0Ss-project-name nnc --os-username nnc token issue

Image Service (Glance)

Details: [7] (https://docs.openstack.org/ocata/install-guide-ubuntu/common/get-started-image-service.html)

Glance Database

Generate MariaDB Glance Password, referred as <MariaDB-glance-Password>.

1
ICREATE DATABASE glance; !
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GRANT ALL PRIVILEGES ON glance.* TO 'glance'@'localhost' IDENTIFIED BY '<MariaDB-glance-Password>';
:GRANT ALL PRIVILEGES ON glance.* TO 'glance'@'%s' IDENTIFIED BY '<MariaDB-glance-Password>"';

1IFLUSH PRIVILEGES;

1

Create Image service

Create user "glance" with "admin" role (with password referred as <Keystone-glance-Password>):

1

lopenstack user create --domain default --password <Keystone-glance-Password> glance
openstack role add --project service --user glance admin

1

1
openstack endpoint create --region RegionOne image public http://nisse.simula.nornet:9292

:openstack endpoint create --region RegionOne image internal http://nisse.simula.nornet:9292

openstack endpoint create --region RegionOne image admin http://nisse.simula.nornet:9292

! 1

Configure Glance

/etc/glance/glance-api.conf

Modify /etc/glance/glance-api.conf:

i[database]

Econnection = mysql+pymysql://glance:<MariaDB-glance-Password>@nisse.simula.nornet/glance

1

:

. 1

# ====== MELODIC/NorNet Core ======

auth_uri = http://nisse.simula.nornet:5000

:authfurl = http://nisse.simula.nornet:35357

memcached servers = nisse.simula.nornet:11211

jauth_type = password

project_domain_name = default

wser_domain _name = default

project name = service

jusername = glance

:password = <Keystone-glance-Password>

# ====== MELODIC/NorNet Core ====== :
1

i[paste_deployl E

iflavor = keystone
1

1

)

e 1

# ====== MELODIC/NorNet Core ======

stores = file,http

idefault_store = file

:filesystemfstorefdatadir = /var/lib/glance/images/

# ====== MELODIC/NorNet Core ====== |
1

/etc/glance/glance-registry.conf

Modify /etc/glance/glance-registry.conf:

:[database] E
1
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.
iconnection = mysql+pymysql://glance:<MariaDB-glance-Password>@nisse.simula.nornet/glance

1
:
. 1
# ====== MELODIC/NorNet Core ======
auth_uri = http://nisse.simula.nornet:5000
:authiurl = http://nisse.simula.nornet:35357
memcached _servers = nisse.simula.nornet:11211
jauth_type = password
project _domain name = default
:user_domain_name = default
project name = service
jusername = glance
:password = <Keystone-glance-Password>
# ====== MELODIC/NorNet Core ======
1

i[paste_deploy] E

flavor = keystone

1

isudo service glance-registry restart
isudo service glance-api restart

1

Verify operation

Cirros Image

1

wget -c http://download.cirros-cloud.net/0.3.5/cirros-0.3.5-x86_64-disk.img
iopenstack image create "Cirros-0.3.5-amd64" \

i\ --file cirros-0.3.5-x86_64-disk.img \

' --disk-format qcow2 --container-format bare \

1 --public

openstack image set --property architecture=amd64 "Cirros-0.3.5-amd64"
lopenstack image list

ﬁ openstack image delete "Cirros-0.3.5-amd64"

1

wget -c http://no.releases.ubuntu.com/16.04.3/ubuntu-16.04.3-server-amd64.1iso
openstack image create "Install-Ubuntu-Server-16.04.3-amd64" \

i --file ubuntu-16.04.3-server-amd64.iso \

' --disk-format iso --container-format bare \

1 --public

openstack image set --property architecture=amd64 "Ubuntu-Server-16.04.3-amd64"
lopenstack image list

ﬁ openstack image delete "Install-Ubuntu-Server-16.04.3-amd64"

1

wget -c http://no.releases.ubuntu.com/17.04/ubuntu-17.04-desktop-amd64.iso
openstack image create "Install-Ubuntu-Desktop-17.04-amd64" \

1 --file ubuntu-17.04-desktop-amd64.iso \

| --disk-format iso --container-format bare \

1 --public

openstack image set --property architecture=amd64 "Ubuntu-Desktop-17.04-amd64"
lopenstack image list

ﬁ openstack image delete "Install-Ubuntu-Desktop-17.04-amd64"
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1

wget -c cdimage.ubuntu.com/kubuntu/releases/17.04/release/kubuntu-17.04-desktop-amdé4.iso
openstack image create "Install-Kubuntu-Desktop-17.04-amd64" \

i --file kubuntu-17.04-desktop-amd64.iso \

' --disk-format iso --container-format bare \

1 --public

openstack image set --property architecture=amd64 "Ubuntu-Desktop-17.04-amd64"

lopenstack image list

? openstack image delete "Install-Kubuntu-Desktop-17.04-amd64"

Compute Service (Nova)

Details: [8] (https://docs.openstack.org/ocata/install-guide-ubuntu/common/get-started-compute.html)

sudo apt install melodic-compute
Prepare Controller
Nova Database

Generate MariaDB Nova Password, referred as <MariaDB-nova-Password>.

1

ICREATE DATABASE nova_api;

:CREATE DATABASE nova;

{CREATE DATABASE nova cell0;

\GRANT ALL PRIVILEGES ON nova api.* TO 'nova'@'localhost' IDENTIFIED BY '<MariaDB-nova-Password>';
:GRANT ALL PRIVILEGES ON nova api.* TO 'nova'@'Ss' IDENTIFIED BY '<MariaDB-nova-Password>';

IGRANT ALL PRIVILEGES ON nova.* TO 'nova'@'localhost' IDENTIFIED BY '<MariaDB-nova-Password>';
(GRANT ALL PRIVILEGES ON nova.* TO 'nova'@'%' IDENTIFIED BY '<MariaDB-nova-Password>';

GRANT ALL PRIVILEGES ON nova_cell@.* TO 'nova'@'localhost' IDENTIFIED BY '<MariaDB-nova-Password>';
IGRANT ALL PRIVILEGES ON nova cell0.* TO 'nova'@'%' IDENTIFIED BY '<MariaDB-nova-Password>';
:FLUSH PRIVILEGES;

Create Compute service

Create user "nova" with "admin" role (with password referred as <Keystone-nova-Password>):

1

lopenstack user create --domain default --password <Keystone-nova-Password> nova
openstack role add --project service --user nova admin

1

1

lopenstack endpoint create --region RegionOne compute public http://nisse.simula.nornet:8774/v2.1
:openstack endpoint create --region RegionOne compute internal http://nisse.simula.nornet:8774/v2.1
iopenstack endpoint create --region RegionOne compute admin http://nisse.simula.nornet:8774/v2.1

! 1

1

:openstack user create --domain default --password <Keystone-placement-Password> placement
openstack role add --project service --user placement admin

1

Create Placement service API endpoints:
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openstack endpoint create --region RegionOne placement public http://nisse.simula.nornet:8778

:openstack endpoint create --region RegionOne placement internal http://nisse.simula.nornet:8778
openstack endpoint create --region RegionOne placement admin http://nisse.simula.nornet:8778

! 1

/etc/nova/nova.conf

Modify /etc/nova/nova.conf:

1

i[api_database] E

:connection = mysql+pymysql://nova:<MariaDB-nova-Password>@nisse.simula.nornet/nova_api
1
1
1

! 1
i[database] !
:connection = mysql+pymysql://nova:<MariaDB-nova-Password>@nisse.simula.nornet/nova
1
1
1

1
'[DEFAULT]

:transportiurl = rabbit://openstack:<RabbitMQ-openstack-Password>@nisse.simula.nornet
1

e
my_ip = 10.1.1.79
oo

use neutron = True
1

e
'firewall_driver = nova.virt.firewall.NoopFirewallDriver

koo oo o o o o m e e mm mm mm mm em em em mm mm mm e em em e em Rm R R R M e e e Em R R M M e e e e e G G G S M M M G S G G Gm Gm Mm Mm Gm Gm Gm Gm Gm Mm M M M e e e e Em Em m e e e
I' """""""""""""""""""""""""""""""""""""""""""""" 1
i[keystone_authtoken]

I- ..

# ====== MELODIC/NorNet Core ======

1
1
1
:
1
auth_uri = http://nisse.simula.nornet:5000
:authiurl = http://nisse.simula.nornet:35357
memcached servers = nisse.simula.nornet:11211
jauth_type = password
project_domain_name = default
:userfdomaininame = default
project name = service
jusername = nova
:password = <Keystone-nova-Password>
W ====== MELODIC/NorNet Core ======

1

Illl
ienabled = true
1

R
lvncserver_listen = $my_ip

wncserver proxyclient address = $my ip
1

i[glance]

Eapiiservers = http://nisse.simula.nornet:9292

i[oslo_concurrency]
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ilockipath = /var/lib/nova/tmp

koo o o o oo e em em em em e e e em e e e Em R R R M e e e e R R M M e e e e Em G G G M R R M G S G G Gm Gm Gm Mm Gm Gm Gm Gm Gm Mm Rm M M e e e e Em Em E E e
:' '''''''''''''''''''''''''''''''''''''''''''''''''''''''' 1
i[placement]

[P

# ====== MELODIC/NorNet Core ======

1
1
1
|
j0s_region_name = RegionOne
:project_domain_name = Default
project name = service
jauth_type = password
:user_domain_name = Default
auth url = http://nisse.simula.nornet:35357/v3
jusername = placement
Ipassword = <Keystone-placement-Password>
1
1

W ====== MELODIC/NorNet Core ======
PRI
:' '''''''''''''''''''''''''''''''''''''''''''''''''''''''' 1
i[scheduler]

Ediscover_hosts_in_cells_interval = 300

1
isudo su -s /bin/sh -c "nova-manage cell_v2 map_cell@" nova 1
isudo su -s /bin/sh -c "nova-manage cell v2 create cell --name=celll --verbose" nova 109eld4b-536a-40d0-,
1

:sudo service nova-api restart
isudo service nova-consoleauth restart
,sudo service nova-scheduler restart
:sudo service nova-conductor restart
isudo service nova-novncproxy restart
1

Prepare Compute Node

Details: [9] (https://docs.openstack.org/ocata/install-guide-ubuntu/nova-compute-install.html)

Modify /etc/nova/nova.conf:

1
I[DEFAULT]

:transportfurl = rabbit://openstack:<RabbitMQ-openstack-Password>@nisse.simula.nornet
1

Emy_ip = <IPv4-Address-of-Node>

use_neutron = True
1

e
:firewallidriver = nova.virt.firewall.NoopFirewallDriver
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P e e e e e e e e e e e e e e e e e e e e e e .. ... .- ---—-—-——————— 1
i[keystone_authtoken]
# ====== MELODIC/NorNet Core ======

1

1

1

:

1

auth_uri = http://nisse.simula.nornet:5000

:authiurl = http://nisse.simula.nornet:35357

memcached servers = nisse.simula.nornet:11211

jauth_type = password

project_domain_name = default

:userfdomaininame = default

project_name = service

jusername = nova

:password = <Keystone-nova-Password>

# ====== MELODIC/NorNet Core ====== :
1

1
|
e 1
Eenabled = true

1
e
wvncserver_listen = 0.0.0.0
:vncserverfproxyclientfaddress = $my ip
inovncproxy base url = http://nisse.simula.nornet:6080/vnc_auto.html
! 1

i[glance]

Eapiiservers = http://nisse.simula.nornet:9292

1
i[oslo_concurrency]

Elockﬁpath = /var/lib/nova/tmp

P e e e e e e e e e e e e e e e e e e e e e . ... .- ---—-—-———————— 1
i[placement]
# ====== MELODIC/NorNet Core ======

1
1
1
|
j0s_region_name = RegionOne
:projectfdomainfname = Default
project name = service
jauth_type = password
:useridomainfname = Default
auth_url = http://nisse.simula.nornet:35357/v3
username = placement
password = <Keystone-placement-Password>
# ====== MELODIC/NorNet Core ======

1

isudo su -s /bin/sh -c "nova-manage cell v2 discover_hosts --verbose" nova
openstack hypervisor list
1

discover hosts in cells interval=300 on the Controller applies automatic discovery of new compute nodes. "nova-manage cell v2
discover_hosts" runs the discovery manually.

Verify operation
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Details: [10] (https://docs.openstack.org/ocata/install-guide-ubuntu/nova-verify.html)

Run on the Controller:

node.

Networking Service (Neutron)

Details: [11] (https://docs.openstack.org/ocata/install-guide-ubuntu/neutron-controller-install.html)

Neutron Database

Generate MariaDB Neutron Password, referred as <MariaDB-neutron-Password>.

! 1
\CREATE DATABASE neutron;

:GRANT ALL PRIVILEGES ON neutron.* TO 'neutron'@'localhost' IDENTIFIED BY 'NEUTRON DBPASS'; |
(GRANT ALL PRIVILEGES ON neutron.* TO 'neutron'@'Ss' IDENTIFIED BY 'NEUTRON DBPASS'; X
\FLUSH PRIVILEGES;

! 1

Create Networking service
Create user "neutron" with "admin" role (with password referred as <Keystone-neutron-Password>):

1

:openstack user create --domain default --password <Keystone-neutron-Password> neutron
openstack role add --project service --user neutron admin

1

1

lopenstack endpoint create --region RegionOne network public http://nisse.simula.nornet:9696

:openstack endpoint create --region RegionOne network internal http://nisse.simula.nornet:9696

openstack endpoint create --region RegionOne network admin http://nisse.simula.nornet:9696

1 1

Configure Neutron

Details: [12] (https://docs.openstack.org/ocata/install-guide-ubuntu/neutron-controller-install-option2.html)

MELODIC/NorNet is using "Networking Option 2: Self-service networks"
Controller

/etc/neutron/neutron.conf

Modify /etc/neutron/neutron.conf:

1
:[database]
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1

1
‘connection = mysql+pymysql://neutron:<MariaDB-neutron-Password>@nisse.simula.nornet/neutron

1

1

1

1
\[DEFAULT]

Etransport_url = rabbit://openstack:<RabbitMQ-openstack-Password>@nisse.simula.nornet

1
I[DEFAULT]
1

core_plugin = ml2
1

e .
iservice plugins = router
1

e
lallow_overlapping_ips = true
oo
notify nova_on_port status changes = true
inotify_nova_on_port_data_changes = true

1
:
.. 1
# ====== MELODIC/NorNet Core ======
jauth_uri = http://nisse.simula.nornet:5000
:auth_url = http://nisse.simula.nornet:35357
memcached servers = nisse.simula.nornet:11211
jauth_type = password
project _domain_name = default
:user_domain_name = default
project name = service
jusername = neutron
lpassword = <Keystone-neutron-Password>
1
1

@ ====== MELODIC/NorNet Core ======
b e e e e e e e e e e e e e
:' """""""""""""""""""""""""""""""""""""""""" 1
:[nova]

..

# ====== MELODIC/NorNet Core ======

1
1
1
|
1
jauth_url = http://nisse.simula.nornet:35357
:auth_type = password
project_domain_name = default
juser_domain_name = default
:region_name = RegionOne
project name = service
jusername = nova
password = <Keystone-nova-Password>
W ====== MELODIC/NorNet Core ======

1

/etc/neutron/plugins/ml2/ml2_conf.ini
Modify /etc/neutron/plugins/ml2/ml2_conf.ini:
1

i[m121]

itype drivers = flat,vlan,vxlan

. _

itenant _network types = vxlan

mechanism drivers = linuxbridge,12population
:extensionidrivers = port_security
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1

1[ml2_type_flat]

:flatinetworks = uninett-simula,nornet-simula
1
1
1

1

i[ml2_type_vxlan]

:vni_ranges = 1:1000
1
1
1

i[securitygroup]

Eenable_ipset = true

/etc/neutron/plugins/ml2/linuxbridge_agent.ini
Modify /etc/neutron/plugins/ml2/linuxbridge agent.ini:

'[linux_bridge]
:physicalfinterfacefmappings = nornet-simula:eth2,uninett-simula:ethl |
1
1
1

Note: eth2 is used here for NorNet, not ethO!

Assuming NorNet on ethO and UNINETT on ethl.

i[vxlan]

lenable_vxlan = true
ilocal_ip = 10.1.1.79
:12_popu1ation = true

1

i[securitygroup]

'firewall_driver = neutron.agent.linux.iptables_firewall.IptablesFirewallDriver
:enablefsecurityfgroup = true

enable ipset = true

/etc/neutron/13_agent.ini

Modify /etc/neutron/13 agent.ini:

1
\[DEFAULT]
1

Einterfacefdriver = linuxbridge

/etc/neutron/dhcp_agent.ini

Modify /etc/neutron/dhcp agent.ini:

1
[DEFAULT]

I---

:interfacefdriver = linuxbridge

1

e

idhcp_driver = neutron.agent.linux.dhcp.Dnsmasq
:enablefisolatedimetadata = true

/etc/neutron/metadata_agent.ini

Modify /etc/neutron/metadata agent.ini:

[DEFAULT]
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inova_metadata_host = nisse.simula.nornet

metadata proxy shared secret = <Neutron-Metadata-Secret>
1

/etc/mova/nova.conf

Modify /etc/nova/nova.conf:

MELODIC/NorNet Core ======

url = http://nisse.simula.nornet:9696
rauth url = http://nisse.simula.nornet:35357

:authi

type =

password

project_domain_name = default
:user_domain_name = default
iregion_name
project _name
lusername = neutron

ipassword = <Keystone-neutron-password>
iservice metadata proxy = true

imetadata_proxy_shared_secret = <Neutron-Metadata-Secret>
MELODIC/NorNet Core ======

RegionOne

= service

/etc/neutron/plugins/ml2/linuxbridge_agent.ini

Modify /etc/neutron/plugins/ml2/linuxbridge_agent.ini:

i[linux_bridge]

:physical_interface_mappings = nornet:eth0,uninett:ethl

i[vxlan]
lenable_vxlan
ilocal ip = 10.1.1.78

:127popu1ation

= true

= true

i[securitygroup]

'firewall_driver = neutron.agent.linux.iptables_firewall.IptablesFirewallDriver

:enable_security_group = true
enable ipset

1
isudo su -s /bin/sh -c "neutron-db-manage --config-file /etc/neutron/neutron.conf \
1 --config-file /etc/neutron/plugins/ml2/ml2_conf.ini upgrade head" neutron

isudo
:sudo
isudo
isudo
isudo
:sudo

service
service
service
service
service
service

= true

nova-api restart

neutron-server restart
neutron-linuxbridge-agent restart
neutron-dhcp-agent restart
neutron-metadata-agent restart
neutron-13-agent restart

Compute Node

https://wiki.nntb.no/mediawiki/index.php/OpenSt...

Details: [13] (https://docs.openstack.org/ocata/install-guide-ubuntu/neutron-compute-install.html)

/etc/neutron/neutron.conf

Modify /etc/neutron/neutron.conf:
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1
'[DEFAULT]

I---
:transportiurl = rabbit://openstack:<RabbitMQ-openstack-Password>@nisse.simula.nornet
1

e
lauth_strategy = keystone

1
:
.. 1
# ====== MELODIC/NorNet Core ======
auth_uri = http://nisse.simula.nornet:5000
lauth_url = http://nisse.simula.nornet:35357
memcached servers = nisse.simula.nornet:11211
jauth_type = password
project_domain_name = default
:useridomainfname = default
project name = service
jusername = neutron
lpassword = <Keystone-neutron-Password>
# ====== MELODIC/NorNet Core ======
1

i[database]
v # connection = sqlite:////var/lib/neutron/neutron.sqlite
1

/etc/nova/nova.conf

Modify /etc/nova/nova.conf:

1
|
O 1
# ====== MELODIC/NorNet Core ======
url = http://nisse.simula.nornet:9696
:auth_url = http://nisse.simula.nornet:35357
auth_type = password
project_domain_name = default
:user_domain_name = default
iregion_name = RegionOne
project name = service
lusername = neutron
password = <Keystone-neutron-Password>
iservice metadata proxy = true
imetadata_proxy_shared_secret = <Neutron-Metadata-Secret>
# ====== MELODIC/NorNet Core ======
1

/etc/neutron/plugins/ml2/linuxbridge_agent.ini

Modify /etc/neutron/plugins/ml2/linuxbridge_agent.ini:

1

'[DEFAULT] |

! 1
1
1
1

local ip=10.1.1.78
1

1

isudo service nova-compute restart

isudo service neutron-linuxbridge-agent restart
1

Verify operation

Details: [14] (https://docs.openstack.org/ocata/install-guide-ubuntu/neutron-verify.html) and [15] (https://docs.openstack.org/ocata/install-
guide-ubuntu/neutron-verify-option2.html)
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This checks the successful launch of the neutron-server process.

This should show 4 agents on the controller, and one per compute node.

Block Storage Service (Cinder)

Details: [16] (https://docs.openstack.org/ocata/install-guide-ubuntu/cinder-controller-install.html)

Controller
Details: [17] (https://docs.openstack.org/ocata/install-guide-ubuntu/cinder-controller-install.html)
Cinder Database

Generate MariaDB Cinder Password, referred as <MariaDB-cinder-Password>.

! 1
:CREATE DATABASE cinder;

:GRANT ALL PRIVILEGES ON cinder.* TO 'cinder'@'localhost' IDENTIFIED BY '<MariaDB-cinder-Password>"; |
(GRANT ALL PRIVILEGES ON cinder.* TO 'cinder'@'s' IDENTIFIED BY '<MariaDB-cinder-Password>"'; '
[FLUSH PRIVILEGES; !
' 1

Create Block Storage service

Create user "cinder" with "admin" role (with password referred as <Keystone-cinder-Password>):

1

lopenstack user create --domain default --password <Keystone-cinder-Password> cinder
wopenstack role add --project service --user cinder admin

1

1
:openstack service create --name cinderv2 --description "OpenStack Block Storage" volumev2
openstack service create --name cinderv3 --description "OpenStack Block Storage" volumev3
1

1

lopenstack endpoint create --region RegionOne volumev2 public http://nisse.simula.nornet:8776/v2/%\(proj
openstack endpoint create --region RegionOne volumev2 internal http://nisse.simula.nornet:8776/v2/%\(pr;
openstack endpoint create --region RegionOne volumev2 admin http://nisse.simula.nornet:8776/v2/%\(proje)
openstack endpoint create --region RegionOne volumev3 public http://nisse.simula.nornet:8776/v3/%\(proj
:openstack endpoint create --region RegionOne volumev3 internal http://nisse.simula.nornet:8776/v3/%\(pr:
openstack endpoint create --region RegionOne volumev3 admin http://nisse.simula.nornet:8776/v3/%\(proje,
! 1

Configure Cinder
/etc/cinder/cinder.conf

Modify /etc/cinder/cinder.conf:

1

:[DEFAULT]

Te o o
itransport url
1

L
auth strategy = keystone
1

rabbit://openstack:<RabbitMQ-openstack-Password>@nisse.simula.nornet
e
:my_ip =10.1.1.79

1
:[database]
iconnection = mysql+pymysql://cinder:<MariaDB-cinder-Password>@nisse.simula.nornet/cinder
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1
i[keystone_authtoken]
# ====== MELODIC/NorNet Core ======
auth_uri = http://nisse.simula.nornet:5000
jauth_url = http://nisse.simula.nornet:35357
:memcachedfservers = nisse.simula.nornet:11211
auth_type = password
project domain name = default
:useridomainfname = default
project _name = service
jusername = cinder
password = <Keystone-cinder-Password>
# ====== MELODIC/NorNet Core ======

1

ifoslo_concurrency]
ilock path = /var/lib/cinder/tmp
1

/etc/nova/nova.conf

Modify /etc/nova/nova.conf:

o ST s E s e =—- 1

! 1

i[cinder] |
. . 1

10S_region name = RegionOne

! 1

LI e e e e i I I T R e e e e e T e e -

Fix necessary for "500 Internal Server Error"

Details: [18] (https://bugs.launchpad.net/cinder/+bug/1715024)

Change /etc/apache2/conf-available/cinder-wsgi.conf:

1
isudo service nova-api restart
:sudo service cinder-scheduler restart
isudo service apache2 restart
1

Storage Node

Details: [19] (https://docs.openstack.org/ocata/install-guide-ubuntu/cinder-storage-install.html)
Prepare LVM

WARNING: Double-check disk device name to avoid data loss!

Assuming /dev/sdb is exclusively allocated for LVM!

Create the LVM physical volume on /dev/sdb and LVM volume group "cinder-volumes":

1

ilsudo pvcreate -v /dev/sdb

:sudo pvscan

wgcreate cinder-volumes /dev/sdb
1

Note: pvcreate only works on empty disks, i.e. without partition table. To clear "dd if=/dev/zero of=/dev/sdb bs=512 count=1".

Modify /etc/lvm/lvm.conf:
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Accept only volumes on /dev/sdb, reject others. May be adapted as needed! See [20] (https://docs.openstack.org/ocata/install-guide-ubuntu
/cinder-storage-install.html) .

Configure Cinder
/etc/cinder/cinder.conf

Modify /etc/cinder/cinder.conf:

1

[DEFAULT]
:transport_url
Ie o »
jauth_strategy = keystone
1

my ip = 10.1.1.78

1

e

ienabled_backends = lvm

:glanceiapiiservers = http://nisse.simula.nornet:9292
1

rabbit://openstack:<RabbitMQ-openstack-Password>@nisse.simula.nornet

[ e e T T T . e e e e e e T T T e e e e I T T T T T -]
o T N NS E S E s s === 1
1

i[database] E
iconnection = mysql+pymysql://cinder:<MariaDB-cinder-Password>@nisse.simula.nornet/cinder

1 1
[ T T e I I I e e T T T T T I e e e e T TN, -
:' """"""""""""""""""""""""""""""""""""""""""""""""" 1
i[keystone_authtoken]

W ====== MELODIC/NorNet Core ======

1
)
1
auth_uri = http://nisse.simula.nornet:5000
jauth_url = http://nisse.simula.nornet:35357
:memcached_servers = nisse.simula.nornet:11211
auth_type = password
project domain name = default
luser_domain_name = default
project_name = service
jusername = cinder
password = <Keystone-cinder-Password>
# ====== MELODIC/NorNet Core ======
1

1

ifoslo_concurrency]

ilock path = /var/lib/cinder/tmp
1

1
[ lvm] !
wolume driver = cinder.volume.drivers.lvm.LVMVolumeDriver |
wolume group = cinder-volumes
iiscsi protocol = iscsi
:iscsi_helper = tgtadm

1

isudo service tgt restart
isudo service cinder-volume restart
1

Dashboard (Horizon)

Details: [21] (https://docs.openstack.org/ocata/install-guide-ubuntu/horizon-install.html)

/etc/openstack-dashboard/local_settings.py
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Modify /etc/openstack-dashboard/local settings.py:

1ISESSION ENGINE = 'django.contrib.sessions.backends.cache'

\CACHES = {

' 'default': {

'BACKEND': 'django.core.cache.backends.memcached.MemcachedCache',
'"LOCATION': 'nisse.simula.nornet:11211"',

-

}

1
1
1
1
1
1
1
1
1
1
1
1
1
. |
ce X
|OPENSTACK_HOST = "nisse.simula.nornet"
IOPENSTACK_KEYSTONE_URL = "http://%5:5000/v3" % OPENSTACK_HOST |
1OPENSTACK_KEYSTONE_DEFAULT_ROLE = "user"
1 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

e
IOPENSTACK_KEYSTONE_MULTIDOMAIN_SUPPORT = True
IOPENSTACK_API VERSIONS = {

"identity": 3,
"image": 2,

}

ALLOWED HOSTS = [ '*' ]

1
|
: "volume": 2,
|
1

Adjust ALLOWED HOSTS as necessary.
Verify operation

= URL: http://nisse.simula.nornet/horizon
m User: "admin" or "nnc".

1
I<VirtualHost *:80> E
1 ServerSignature off
' ServerName nisse.nntb.no
' Redirect permanent / https://nisse.nntb.no/
:</Virtua1Host>

1

1
'<VirtualHost *:443> !
1 ServerSignature off

. ServerName nisse.nntb.no

' SSLEngine on !
1 SSLOptions +StrictRequire

. SSLProtocol +ALL -SSLv2 -SSLv3 -TLSvl -TLSvl.1

' SSLHonorCipherOrder on

1 # State of the art settings:

| SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384: \

' ECDHE-RSA-AES256-GCM-SHA384 : ECDHE -ECDSA-AES256-SHA384: \

! ECDHE-RSA-AES256-SHA384 :ECDHE-ECDSA-AES256-SHA: \

' ECDHE-RSA-AES256-SHA: AES256 - SHA

. SSLCompression off !
! # Add six earth month HSTS header for all users... i
1 Header add Strict-Transport-Security "max-age=15768000"

. # Further security headers (see https://securityheaders.io): !
' Header always set X-Frame-Options "SAMEORIGIN" !
1 Header always set X-XSS-Protection "1; mode=block" X
: Header always set X-Content-Type-Options "nosniff"

! Header always set Content-Security-Policy "default-src https:" !
1 Header always set Referrer-Policy "strict-origin" :
' Header unset X-Powered-By

' # Let's Encrypt: i
1 SSLCertificateFile /etc/ss1/0001 chain+param.pem

' SSLCertificateKeyFile /etc/ssl/nisse.nntb.no.key

' DocumentRoot /var/www/html

! 1
! 1
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<Directory /> !
SSLRequireSSL I
Options FollowSymLinks
AllowOverride None
</Directory> |
</VirtualHost>
1

Get certificate signed!

Launch Instances
Details: [22] (https://docs.openstack.org/ocata/install-guide-ubuntu/launch-instance.html)
Preparations

Security settings

By default, allow SSH and Ping:

1

lopenstack security group rule create --proto icmp default

openstack security group rule create --proto tcp --dst-port 22 default
1

P e e e e e e e e e e e e e e e e e e e e e e e . ... ... ---—-—-——————— 1
openstack flavor create --id 0 --vcpus 1 --ram 64 --disk 1 "Nano"
L e e e e el e i 1

1

lopenstack flavor delete "Amiga 4500"

:openstack flavor create --id 4500 --vcpus 1 --ram 1024 --disk 16 "Amiga 4500"
openstack flavor delete "Amiga 5000"

openstack flavor create --id 5000 --vcpus 1 --ram 1024 --swap 2048 --disk 16 "Amiga 5000"
lopenstack flavor delete "Amiga 6000"

openstack flavor create --id 6000 --vcpus 1 --ram 2048 --swap 2048 --disk 32 "Amiga 6000"
openstack flavor delete "Amiga 8000"

openstack flavor create --id 8000 --vcpus 4 --ram 4096 --swap 8192 --disk 64 "Amiga 8000"
lopenstack flavor delete "Amiga 9000"

:openstack flavor create --id 9000 --vcpus 16 --ram 16384 --swap 16384 --disk 128 "Amiga 9000"

1

issh-keygen -q -N ""

:openstack keypair create --public-key ~/.ssh/id rsa.pub mykey

openstack keypair list

! |

openstack flavor list
lopenstack image list
:openstack network list
openstack security group list

--provider-physical-network nornet-simula \
--provider-network-type flat nornet-simula

Note: nornet-simula must be defined in /etc/neutron/plugins/ml2/ml2 conf.ini!
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1

lopenstack subnet
iopenstack subnet
openstack subnet
lopenstack subnet
iopenstack subnet
openstack subnet
lopenstack subnet
:openstack subnet

delete
delete
delete
delete
delete
delete

ipv4-nornet-uninett-simula
ipv4-nornet-kvantel-simula
ipv4-nornet-telenor-simula
ipv4-nornet-powertech-simula
ipv6-nornet-uninett-simula
ipv6-nornet-kvantel-simula
ipv6-nornet-telenor-simula
ipv6-nornet-powertech-simula

1
lopenstack subnet create ipv4-nornet-uninett-simula \
--ip-version 4 --network nornet-simula \

--description "NorNet IPv4 Uninett @ Simula Research Laboratory" \

--dns-nameserver 10.1.1.1 --gateway 10.1.1.1 \

--subnet-range 10.1.1.0/24

1
i --dhcp \
:
]
1

openstack subnet set ipv4-nornet-uninett-simula --no-allocation-pool

openstack subnet create ipv6-nornet-uninett-simula \
1

--dhcp \

--ip-version 6 --network nornet-simula \
--description "NorNet IPv6 Uninett @ Simula Research Laboratory" \
--dns-nameserver 2001:700:4100:101::1 --gateway 2001:700:4100:101::1 \

--subnet-range 2001:700:4100:101::1/64
openstack subnet set ipv6-nornet-uninett-simula --no-allocation-pool

1
lopenstack subnet create ipv4-nornet-kvantel-simula \

--no-dhcp \

--ip-version 4 --network nornet-simula \
--description "NorNet IPv4 Kvantel @ Simula Research Laboratory" \

--dns-nameserver 10.2.1.1 --gateway 10.2.1.1 \
--subnet-range 10.2.1.0/24
lopenstack subnet set ipv4-nornet-kvantel-simula --no-allocation-pool

wopenstack subnet create ipv6-nornet-kvantel-simula \

--dhcp \

--ip-version 6 --network nornet-simula \
--description "NorNet IPv6 Kvantel @ Simula Research Laboratory" \

--dns-nameserver 2001:700:4100:201::1 --gateway 2001:700:4100:201::1 \
--subnet-range 2001:700:4100:201::1/64
openstack subnet set ipv6-nornet-kvantel-simula --no-allocation-pool

1

lopenstack subnet create ipv4-nornet-telenor-simula \
--ip-version 4 --network nornet-simula \
--description "NorNet IPv4 Telenor @ Simula Research Laboratory" \

--dns-nameserver 10.4.1.1 --gateway 10.4.1.1 \

1
i --no-dhcp \
1

--subnet-range 10.4.1.0/24

https://wiki.nntb.no/mediawiki/index.php/OpenSt...

openstack subnet create --ip-version 6 --network nornet-simula \
--description "NorNet IPv6 Telenor @ Simula Research Laboratory" \

--dhcp \

--subnet-range 2001:700:4100:401::1/64 ipv6-nornet-telenor-simula
openstack subnet set ipv6-nornet-telenor-simula --no-allocation-pool

1
1
1
1
1
1
1
1
:
1
openstack subnet set ipv4-nornet-telenor-simula --no-allocation-pool
1
1
1
1
1
1
1
1
1
1
1

1
1
1
: --dns-nameserver 2001:700:4100:401::1 --gateway 2001:700:4100:401::1 \
1
1
1
1

1
lopenstack subnet create ipv4-nornet-powertech-simula \

--ip-version 4 --network nornet-simula \
--description "NorNet IPv4 PowerTech @ Simula Research Laboratory" \

--dns-nameserver 10.9.1.1 --gateway 10.9.1.1 \

1
i --no-dhcp \
1

--subnet-range 10.9.1.0/24

openstack subnet create --ip-version 6 --network nornet-simula \
--description "NorNet IPv6 PowerTech @ Simula Research Laboratory" \

--dhcp \

--subnet-range 2001:700:4100:901::1/64 ipv6-nornet-powertech-simula
openstack subnet set ipv6-nornet-powertech-simula --no-allocation-pool

1
1
1
1
1
1
1
1
\
1
openstack subnet set ipv4-nornet-powertech-simula --no-allocation-pool
1
1
1
1
1
1
1
1
1
1
1

1
1
1
i --dns-nameserver 2001:700:4100:901::1 --gateway 2001:700:4100:901::1 \
1
1
I
1
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UNINETT

1
openstack network create --share --external \
! --provider-physical-network uninett-simula \
--provider-network-type flat uninett-simula
1

Note: uninett-simula must be defined in /etc/neutron/plugins/ml2/ml2_conf.ini!
Create instances

Cirros

1
lopenstack server delete vm-testl
:openstack server create vm-testl \
--wait --flavor Nano --image "Cirros-0.3.5-amd64" \
--nic net-id=ebd704de-d1c7-425e-9137-2f860642db04 --security-group default \
- -key-name mykey
Iopenstack server list
openstack console url show vm-testl
! 1

1

lopenstack port delete port-test2

openstack port create port-test2 \

--network nornet-simula \

--fixed-ip subnet=ipv4-nornet-uninett-simula,ip-address=10.1.1.

--fixed-ip subnet=ipv4-nornet-kvantel-simula,ip-address=10.2.1.

--fixed-ip subnet=ipv4-nornet-telenor-simula,ip-address=10.4.1.

--fixed-ip subnet=ipv4-nornet-powertech-simula,ip-address=10.9.1.246 \

--fixed-ip subnet=ipv6-nornet-uninett-simula,ip-address=2001:700:4100:101::f6 \

--fixed-ip subnet=ipv6-nornet-kvantel-simula,ip-address=2001:700:4100:201::f6 \

--fixed-ip subnet=ipv6-nornet-telenor-simula,ip-address=2001:700:4100:401::f6 \

--fixed-ip subnet=ipv6-nornet-powertech-simula,ip-address=2001:700:4100:901::f6 \
:
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

N NN

4
4
4

(o)) )]
s

1 --security-group default

openstack server delete vm-test2

:openstack server create vm-test2 \

--wait --flavor "Amiga 4500" \

--image "Install-Kubuntu-Desktop-17.04-amd64" \
--port port-test2 \

--security-group default \

--key-name mykey

lopenstack server list

:openstack console url show vm-test2

1

lopenstack port delete port-test3

openstack port create port-test3 \

--network nornet-simula \

--fixed-ip subnet=ipv4-nornet-uninett-simula,ip-address=10.1.1.245 \

--fixed-ip subnet=ipv4-nornet-kvantel-simula,ip-address=10.2.1.245 \

--fixed-ip subnet=ipv4-nornet-telenor-simula,ip-address=10.4.1.245 \

--fixed-ip subnet=ipv4-nornet-powertech-simula,ip-address=10.9.1.245 \

--fixed-ip subnet=ipv6-nornet-uninett-simula,ip-address=2001:700:4100:101::f5 \

--fixed-ip subnet=ipv6-nornet-kvantel-simula,ip-address=2001:700:4100:201::f5 \

--fixed-ip subnet=ipv6-nornet-telenor-simula,ip-address=2001:700:4100:401::f5 \

--fixed-ip subnet=ipv6-nornet-powertech-simula,ip-address=2001:700:4100:901::f5 \
:
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1 --security-group default

openstack server delete vm-test3

:openstack server create vm-test3 \

--wait --flavor "Amiga 4500" \

--image "Install-Kubuntu-Desktop-17.04-amd64" \
--port port-test3 \

--security-group default \

- -key-name mykey

lopenstack server list

:openstack console url show vm-test3
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